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Some PCI DSS Quick Wins!

Control access to your PCI envi-

ronment

. Issue authorized employees with
either hard or software tokens to force
2 factor authentication (something you
have, something you know)

. Issue 3rd parties once only keys to
limit unauthorized access

. Log and monitor all authentication
attempts

Protect against access from un-

known environments

. Provide remote users only the spe-
cific resources they require on a per
user basis with access through an SSL
VPN portal

. Interrogate the remote users end-
point to establish which resources it is
secure for them to access.

Remove administrative overheads

and improve visibility

. Clientless VPN access through
SSL portal with 2 factor authentication
integration

° Application level auditing of remote
access giving complete visibility on a
per user basis.

. Self service 2 factor authentication
keys for infrequent users.

Protect your critical systems and

data

° Lock down what traffic is allowed
to move between areas of your net-
work with Zone firewalling

° Inspect all inter-zone traffic for Vi-
ruses, spyware, Intrusion detection and
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PCI Compliance - A Prioritised

With increasing pressure on Tier 2 + retailers to demon-
strate rapid progress towards PCI DSS compliance, J
Brands pragmatic approach allows clients to make
quick and cost effective wins in many areas of the PCI
standard.

RSA|

The Security Division of EMC

However controlled your PCI environment is adopting
new technologies will play a part in achieving and main-
taining PCI compliance as the technology you adopt
now must evolve to combat evolving risks.

Why Re-invent the Wheel ? SON,CWAH ’

[
We have combined proven security products from in-
dustry leading vendors to provide out of the box solu-
tions to specific PCI requirements.

For some of the more complex requirements, with our
partner CETSAT we can provide specialist technical
resources to work with you and your QSA to design and
implement technology solutions specific to your PCI
environment.

To discuss your PCI requirements with one of our solu-

The 13th PCI Requirement! — “Demonstrating you are Compli-
ant”

Who gets the job of collating and sifting through the logs from all your net-
work devices to trace a network breech?!

From open source SYSlog servers to RSA's EnVision appliance we can

“It was a natural progression for J Brand to
partner with an organisation like CETSAT
who implement and support the software and
systems that sit on the network infrastructure
we install.””

J BRAND

“My Customer, My Responsibility”

J Brand’s new Strate-
gic Partner

J Brand has recently partnered with IT
consultancy CETSAT Ltd.

CETSAT

Professional IT Solutions

CETSAT is a Technology Consultancy firm and IT Service Provider. They
aim to assist their clients by improving efficiency, cutting costs and ena-
bling them to make better business decisions through the effective use of
technology. Their consultancy packages include: Process Improvement,
Solution Architecture, Business Intelligence, Software development and
specialist technical services (SQL, network security, compliance, ...). CET-
SAT’s Technical Services arm provide an outsourced IT department where
clients can either opt to outsource all elements of their IT function or iden-
tify areas that compliment their in-house capabilities.

For further details on the products featured and how J Brand can help
you or to be removed from the “Branded!” mail list, contact Paul Jordan
on 020 7636 8214 or email pjordan@jbrand.co.uk
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